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Privacy may be summarised as “the right of the data subject to 
control or influence what information related to them may be 

collected, processed and stored, and by whom and to whom that 
information may be disclosed.”

- GDPR Interpretation
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Privacy Threats in Automotive
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Citizens’ privacy is particularly threatened when 
people generate personal data by driving modern 
cars as well as by surfing the Internet.
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“Threat modelling works to identify, communicate, and 
understand threats and mitigations within the context of 

protecting something of value.”

- OWASP
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Privacy Threat Modelling with LINDDUN
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LINDDUN is a privacy threat modelling methodology 
that supports analysts in systematically eliciting and 
mitigating privacy threats in software architectures.
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LINDDUN Knowledge Base
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LINDDUN provides a set of threats specific to 
privacy, named as “threat catalogue”, in the form of 
threat trees.

The root node represents the ultimate goal.

The children nodes embody different ways of 
achieving that goal.
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Hard Privacy vs Soft Privacy
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Hard Privacy:

Focus on minimising the risks associated with the 
collection and retention of personal data.

Soft Privacy:

Focus on the appropriate use and sharing of 
personal data while respecting individuals’ rights to 
control their data.

       L-I-N-D                                                                       U-N
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Privacy Threat Modelling Ingredients
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Specific Privacy Property
Threat Agents

Application Domain Level of Detail
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Specific Privacy Property

12

> Hard Privacy
> Soft Privacy
> Cybersecurity

Cybersecurity plays a complementary role in terms of protection against the unauthorised access of data.
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Threat Agents

13

> Attacker
> Data processor
> Data controller
> Third party

TAs may also be considered in combination.
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Application Domain
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> Domain-Dependent
> Domain-Independent

A combination of the two approaches may offer a more effective and efficient analysis.
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Level of Detail
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> Hyponym (higher / detailed)
> Hypernym (lower / abstract)

A hyponym implies a more precise likelihood estimation. However, an excessive level of detail leads to an 
exact assignment of the likelihood (either the bottom or the top value).
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Combinatoric Approach
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Step 1 — Domain-Independent Threat Elicitation: involves the collection of the threats that the analyst deems 
relevant.

Step 2 — Domain-Dependent Asset Collection: consists of the collection of a list of assets for the target domain 
from relevant sources.

Step 3 — Domain-Dependent Threat Elicitation: produces a list of domain-specific threats.
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Privacy Threat Modelling Methodology
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Automotive Demo
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Soft Privacy

Attacker, Data processor/controller, Third party

Domain-dependent

Abstract (Hypernym)
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Automotive Demo – Step 1
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We selected a total of 17 privacy threats from:

“Threat Catalogue Trees” (LINDDUN)

“Good practices for security of smart cars” (ENISA)

“Calculation of the complete Privacy Risks list v2.0” 
(OWASP)
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Automotive Demo – Step 2
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Source: ENISA

We selected a total of 41 assets from:

“Good practices for security of smart cars” (ENISA)

“A double assessment of privacy risks aboard 
top-selling cars” (Bella et al.)
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Automotive Demo – Step 3
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Automotive Demo – Results

23

The full outcomes include 17 soft privacy threats.

These threats are both domain-independent and domain-dependent (automotive).
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Case Study
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Some matching threats:

Insufficient data breach response

Violation of rules and regulations/Breach of 
legislation/Abuse of personal data

No user-friendly privacy support
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Conclusions
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The risks for “natural persons with regard to the processing of personal data and 
on the free movement of such data” can be now assessed more precisely, 
especially if those natural persons drive smart cars.

Future work includes:

- deeper semantic analysis (semantic relations for the level of detail)
- application to different tuple of variables (e.g., hard privacy, high level of detail)
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Thanks for 
your attention!

For more information or questions, please contact:

 mario.raciti@imtlucca.it – mario.raciti@phd.unict.it

 https://tsumarios.github.io/
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